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Item 82 First Year - FY2027 Second Year - FY2028
Information Technology Security Oversight (82900) $14,023,372 $14,023,372
Technology Security Oversight Services (82901) $7,828,676 $7,828,676
Information Technology Security Service Center (82902) $3,980,178 $3,980,178
Cloud Based Services Oversight (82903) $2,214,518 $2,214,518
Fund Sources:

General $329,568 $329,568

Special $295,414 $295,414

Internal Service $13,398,390 $13,398,390

Authority: Title 2.2, Chapter 20.1, Code of Virginia.

A. Out of this appropriation, $7,631,481 the first year and $7,631,481 the second year for Technology Security
Oversight Services is sum sufficient and amounts shown are estimates from an internal service fund which shall be
paid solely from charges to other programs within this agency.

B.1. The Virginia Information Technologies Agency shall operate an information technology security service center
to support the information technology security needs of agencies electing to participate in the information
technology security service center. Support for participating agencies shall include, but not be limited to,
vulnerability scans, information technology security audits, and Information Security Officer services.
Participating agencies shall cooperate with the Virginia Information Technologies Agency by transferring such
records and functions as may be required.

2.a. The Virginia Information Technologies Agency shall perform vulnerability scans of all public-facing websites
and systems operated by state agencies. All state agencies which operate such websites and systems shall
cooperate with the Virginia Information Technologies Agency in order to complete the vulnerability scans.
However, the State Corporation Commission shall not be required to disable, in full or in part, any software system,
process, or other tool utilized to protect such public-facing websites and systems. All state agencies shall mitigate
or resolve website risks and vulnerabilities identified by the Virginia Information Technologies Agency.

b. The general fund amounts appropriated in this item shall be used to support vulnerability scanning of public-
facing websites and systems of the Commonwealth.

3. Agencies electing to participate in the information technology security service center shall enter into a
memorandum of understanding with the Virginia Information Technologies Agency. Such memorandums shall
outline the services to be provided by the Virginia Information Technologies Agency and the costs to provide those
services. If a participating agency elects to not renew its memorandum of understanding, the agency shall notify



the Virginia Information Technologies Agency twelve months prior to the scheduled renewal date of its intent to
become a non-participating agency.

4. Non-participating agencies shall be required by July 1 each year to notify the Chief Information Officer of the
Commonwealth that the agency has met the requirements of the Commonwealth's information security standards.
If the agency has not met the requirements of the Commonwealth's information security standards, the agency
shall report to the Chief Information Officer of the Commonwealth the steps and procedures the agency is
implementing in order to satisfy the requirements.

5. Out of this appropriation, $3,650,610 the first year and $3,650,610 the second year for Information Technology
Security Service Center is sum sufficient and amounts shown are estimates from an internal service fund which
shall be paid solely from internal service fund revenues.

6. Notwithstanding any other provision of state law, and to the extent and in the manner permitted by federal law,
the Virginia Information Technologies Agency shall have the legal authority to access, use, and view data and other
records transferred to or in the custody of the information technology security service center pursuant to this item.
The services of the center are intended to enhance data security, and no state law or regulation imposing data
security or dissemination restrictions on particular records shall prevent or burden the custodian agency's
authority under this item to transfer such records to the center for the purpose of receiving the center's services.
All such transfers and any access, use, or viewing of data by center personnel in support of the center's provision of
such services to the transferring agency shall be deemed necessary to assist in valid administrative needs of the
transferring agency's program that received, used, or created the records transferred, and personnel of the center
shall, to the extent necessary, be deemed agents of the transferring agency's administrative unit that is responsible
for the program. Without limiting the foregoing, no transfer of records under this item shall trigger any
requirement for notice or consent under the Government Data Collection and Dissemination Practices Act
(GDCDPA) (& 2.2-3800 et. Seq.) or other law or regulation of the Commonwealth. The transferring agency shall
continue to be deemed the custodian of any record transferred to the center for purposes of the GDCDPA, the
Freedom Of Information Act, and other laws or regulations of the Commonwealth pertaining to agencies that
administer the transferred records and associated programs. Custody of such records for security purposes shall not
make the Virginia Information Technologies Agency a custodian of such records. Any memorandum of
understanding under authority of this item shall specify the records to be transferred, security requirements, and
permitted use of data provided. VITA and any contractor it uses in the provision of the center's services shall hold
such data in confidence and implement and maintain all information security safeguards defined in the
memorandum of understanding or required by federal or state laws, regulations, or policies for the protection of
sensitive data.

7. The rates required to recover the costs of the information technology security service center shall be provided by
the Virginia Information Technologies Agency to the Department of Planning and Budget by September 1 each
year for review and approval of the subsequent fiscal year's rate.

C.1. Out of this appropriation, $2,116,299 the first year and $2,116,299 the second year for Cloud Based Services
Oversight is sum sufficient and amounts shown are estimates from an internal service fund which shall be paid
solely from internal service fund revenues for a program to support the use of cloud service providers by state
agencies served by the Virginia Information Technologies Agency.

2. As part of the program, the Virginia Information Technologies Agency shall develop policies, standards, and
procedures for the use of cloud services providers by state agencies served by the Virginia Information
Technologies Agency. These policies, standards, and procedures shall address the security and privacy of
Commonwealth and citizen data; ensure compliance with federal and state laws and regulations; and provide for
ongoing oversight and management of cloud services to verify performance through service level agreements or
other means. VITA shall also establish a statewide contract of approved vendors authorized to offer cloud based
services to state agencies.


http://law.lis.virginia.gov/vacode/2.2-3800/

3. Requests to use cloud providers shall be submitted by participating agencies to the Virginia Information
Technologies Agency, which shall review such requests in accordance with the Commonwealth's policies,
standards, and procedures. For approved requests, and consistent with Chapter 20.1 of Title 2.2, the Virginia
Information Technologies Agency will procure cloud services on behalf of other agencies or may, upon request,
authorize other state agencies to undertake such procurements on their own. The Virginia Information
Technologies Agency shall also administer and oversee all contracts for cloud services used by agencies
participating in the cloud services center, including verification of security and performance.

4. The Virginia Information Technologies Agency shall work with state agencies to assess opportunities for
additional use of cloud services, including infrastructure, platform, and software as a service. This assessment shall
include a review of options for use of service brokers and integrators, and options for providing storage and server
services through cloud or on-premises means.

5. The rates required to recover the costs associated with providing oversight and management of cloud based
services shall be included in the submission required by § 4-5.03 of this act.

D. The Joint Subcommittee on Cyber Risk is hereby established to provide confidential information to the General
Assembly regarding current and emerging cybersecurity risks to the Commonwealth and recommended risk
reduction initiatives. The Virginia Information Technologies Agency (VITA) and the Virginia Fusion Center, in
consultation with the Secretaries of Administration, Finance, and Public Safety and Homeland Security, shall
provide a semi-annual confidential briefing to the Joint Subcommittee. Members of the Joint Subcommittee on
Cyber Risk shall include members designated by the Chairs of the House Appropriations and Senate Finance and
Appropriations Committees, and the chairs and vice-chairs (or their designees) of the Joint Legislative Audit and
Review Commission (JLARC) and the Joint Commission on Technology and Science. In addition, two legislative
members of the Information Technology Advisory Council, and other legislative or executive branch staff
determined to be necessary participants, including JLARC staff conducting oversight of VITA, may attend and
receive the briefing. Such briefing shall be confidential and exempt from the Virginia Freedom of Information Act,
and all those with knowledge of the briefing information shall maintain such confidentiality. Additional meetings
of the Joint Subcommittee shall be held as directed by the chairs, upon the written request of the Chief Information
Officer of the Commonwealth. Any request for additional meetings shall include a confidential summary of the
reasons further briefings are needed, and such request shall be exempt from the requirements of the Freedom of
Information Act.
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